1-ii atan 1. PykoBOACTBO Mo 3awmTe cepTudunKara nosb3osartens

Mocne ycTaHOBKKM cepTMdMKaTa nosb3osBatens Bam HeobX0AMMO 3aLMTUTb COOTBETCTBYHOLMIA

ceptudmkaTt, 4tobbl MNPeAOTBPaATUTb €ro  WCMO/Ab30BaHME HeaBTOPM3O0BaHHbIMM  NLAMK B
MOLLEHHUYECKUX Lensx.

[lna 3Toro, cpasy nocse yCTaHOBKMN cepTUPUKaTa, BblAAaHHOIO agMUHUCTPATOPOM, Bam Heobxoammo:

a) NepeHectn ceptudukKar us Internet Explorer.

YT106bI NepeHecTn cepTudmKkaT U3 Internet Explorer, Heobxoammo:

1. Ha)kaTb KHoOMKy «Start», BblbpaTb onuuto «HacTtpokm», nocne 4yero — «[laHenb

ynpasneHusa». B «MaHenb ynpaBneHusa» Bbibpatb «CBoiicTBa 0603peBaTensa», Nocae Yero Ha

3KpaHe NOABUTCA OKHO, KaK Ha PUCYHKe BHM3Y, B KOTOPOM HeobXoAMMO BbiGpaTb MEHH0

«CopepiKaHue».

2]
General | securky | Privacy | Content | Connections | Programs | Advanced |

Home page

Ta create home page tabs, bype each address on its own line.
=l
[

Wse current Use default | Use blank |

EBrowsing histary

"L Delete kemporary files, histary, cookies, saved passwords,
v ,-I and web Form informatian.

Delete. .. | Settings |
Search
p Change search defaults., Settings |
Tabs

Change how webpages are displayed in Settings |
tabs,

Appearance

Colors | Languages | Fonts | Accessibility |

’TI Cancel | Ay |

2. Mpu HaxkaTnK KHOMKK «CoaeprKaHUe» B OKHe MoABATCA onuuu meHio «CogepKaHue» (Kak Ha
PUCYHKe BHU3Y), U3 KOTOPbIX HEOBXOAMMO BbIGPaTh M HaXKaTb KHOMKY «CepTuduKaTbi».

Internet Propetties _"Iﬁl

General | Security | Privacy Content |C0nnections | Programs | advanced |

Conkent Advisar

@ Ratings help you contral the Internet content that can be
viewed on this computer.

Sefhings

Certificates

Use certificates For encrypted connections and identification.

Clear 551 state Certificates | Publishers |

AutaComplete

:? AutoComplete stores previous entries Settings |
']

on webpages and suggests matches
For wou,

Feeds provide updated content From Settings |
&l wehsites that can be read in Internet

Explorer and other programs.

oK Cancel Al




3. Mocne HaxaTMa KHOMKM «CepTUPMUKATbI» MOABUTCA OKHO (KaK Ha PUCYHKe BHU3Y), B KOTOPOM
HeobxoaMMO BblIbPaTb cepTUUKAT, BblAAHHbIA AAMUHUCTPATOPOM.
BbibpaB cepTnduKaT, HaxkMUTE KHOMKY «Export».

Interded purpose: I::P.II:: j

Personal |0ther People | Intermediate Certification Aukhaorities | Trusted Roak Certificatior_4 I ’I

Issued To

Import. .. Expart... Remove Advanced. ..

Certificate intended purposes

Client Authentication

4. Tocne 3Toro NoABMUTCA OKHO (Kak Ha PUCYHKe BHW3Y), B KOTOPOM C/ieflyeT HaxKaTb KHOMKy «Next».

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare ko your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network,
conneckions. & certificate stare is the system area where
certificates are kept.

To continue, click Mext.

= Back:

Zancel |




5. Mocne Haxkatus KHonku «Next» noABUTCA HOBOE OKHO (KakK Ha PUCYHKe BHW3Y), B KOTOPOM
HeobxogmMmo oTmeTuTb onuuto «Yes, export the private key» n cHoBa HaxaTb KHONKy «Next».

Certificate Export Wizard x|

Expork Private Key
‘ou can choose to export the private key with the certificate,

Private keys are password prokected, IF wou want ko expart the private key with the
certificate, wou musk type a password on a later page.

Do o want ko expaort the private key with the certificate?

% ¥es, export the private key:

" Mo, do not export the private key

< Back. I Mext = I Cancel

6. Mocne 3TOro NOSBUTCA HOBOE OKHO (KaK Ha PUCYHKE BHU3Y), B KOTOPOM CHOBA CleAyeT HaXKaTb KHOMKY
«Next».

Certificate Export Wizard x|

Export File Format
ertificates can be exported in a variety of File Formats,

Select the format wou wank ko use;
| DER encoded|binary: %509 ( CER)
" Base-t¢ encoded #5009 (,CERY
£ Cryptographic Message Synkax Standard - PECS #£7 Certificates (LR7E)

™| Include &ll certifizates im the certification path)if possible

e Personal Infarmation Exchange - PKCS #12 ( PFR);

[ Include all certificates in the certification path if possible
W Enable strong protection {requires IE 5.0, MT 4.0 5P4 or above)

[T Delete the private key if the export is successful

< Back I Mext = I Cancel




_'SBl-mmaHue!!! Mocne BbINONHEHMA BbILWEOMNUCAHHbIX ONepauuin NoABUTCA OKHO (KaK Ha pUCYHKe
BHU3Y), B KOTOPOM HEOHX0AMMO BBECTM Naposib, KOTOPbIM Bbl ByeTe MCNONb30BaTh KaxKAbli pa3 npu
nepeHoce gaHHoro ceptnudmKara.
Ba)XHO, 4TOObI Baw naponb:
a) 6bln M3BECTEH TO/IbKO Bam;
b) HM noa Kakmm npeasorom He 6bl1 coobweH ApyrMm nvuam BoO M3bexaHue MCNOAb30BaAHUA
cepTMdMKaATa B MOLLIEHHMYECKUX LLeNAX HEABTOPM30BAHHbBIMM NLAMMW.

Certificate Export Wizard =

Password
Ta maintain security, you must prokect the private key by using a password,

Type and confirm a password,

Password:
I********

Confirm password:
I*********

< Back I Mext = I Cancel

6. Mocne BBOAA NAapo/iA, 3aNPOLLIEHHOIO CUCTEMOM, HaXKMUTE KHOMKY «Next».
7. Nocne HaxkaTva KHOMKKM «Next» MoABUTCA OKHO (KaK Ha pUCYHKe BHU3Y), B KOTOPOM Heobxoanmo
Ha*KaTb KHOMKY «Browse» 1 BbIbpaTb MecTo, rae byaeT coxpaHeH nepeHeceHHbI cepTuduKar.

Certificate Export Wizard =

File to Export
Specify the name of the file you want ko export

File name:

|| Browse. .. |

< Back I Mext = I Cancel |

8. Mocne HaxkaTusA KHOMKK «Browse» OTKPOETCA OKHO (KaK Ha pPUCYHKe BHU3Y), B KOTOPOM HEOBXOANMO
BbIOpaTb NAnKy 1 HasBaHWe ¢alina, B KOTOPOM Bbl XOTUTE COXPaHUTL CePTUDMKAT.



savens 20|
Save in IE}VbKays j Qo 5 0

File name: Iionlond j Save I
Save as lype: IPelsoma\ Infarmation Exchange [*pf] j Cancel |
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9. BblBpaB MecTo, HaXKMUTe KHOMKY «Browse», 3atem — «Next», 4Tobbl nepeHecTn cepTuduKar.
Certificate Export Wizard x|

File to Export
Specify the name of the File wou wank to expork

File name:

Ciivbkeystiontonu, pf

< Back Mext = Cancel |

10. Ecam cepTuduMKaT 6bln yCMewHo nepeHeceH, NOABWMTCA OKHO (KaK Ha PUCYHKE BHU3Y) C
COOTBETCTBYHOLLMM U3BELLEHNEM. B AaHHOM OKHE HEOBXOAMMO HaXKaTb



Certificate Export Wizard x|

Completing the Certificate Export

Wizard

‘¥ou have successfully completed the Certificate Expork
wizard,

‘fau have specified the Fallowing settings:

File Mame bk
Export Keys Yes
Inchude all certificates in the certification path Mo

File Format Person
Jdl | o

< Back I Finish I Cancel |

KHOnMKy «Finish».

11. Onna 3aBeplieHMA NepeHoca HeobxoaMMO HaXKaTb KHOMKY «OK» (Kak Ha pUCyHKe BHU3Y).

Certificate Expork x|

The expart was successiul,

b) Ypanute ceptudukar us Internet Explorer

1. YT06bI YyAanutb ceptnudukat us Internet Explorer, Bam Heob6xoammo:
a) HaxkaTb Ha KHoOMKy «Start», BbI6paTb onumio «Settings», 3atem — «Control Panel». B
«Control Penel» Bbibepute «Internet Options». B «Intertet Option» Bbibepute
meHto «Content». B meHto «Content» Bbibepute onuuto «Certificate».

b) Mocne yero NOABMTCA OKHO, KaK Ha PUCYHKE BHM3Y, B KOTOPOM HEOHXOAMMO HaxKaTb
KHOMKYy «Remove»



Intended purpose; I::.ﬁ.ll:b j

Personal |Other People I Inkermediate Certification Authorities I Trusted Rook Cerkificatior 4 I ’I

Issued To

Imnport. .. Export... Remove

Certificate intended purposes

Client Authentication

c) TMMocne HaxaTua KHOMKM «Remove» MOABUTCA OKHO (KaK Ha PUCYHKe BHU3Y), B

KOTOPOM HEOb6X0AMMO HaxKaTb KHOMNKY «YES».

Certificates |

' ‘: ou cannot decrvpt data encryvpted using the certificates, Do wou want ko delete the certificates?
L

c) [Dob6asneHue ceptudukata us Internet Explorer 6e3 BO3MOXKHOCTU Nocieaylowero nepeHoca

JNINYHOTO K/1lo4a

Bam Heobxoanmo:

YT106bI I/.'1,06aBl/1Tb CepTMd)MKaT 6€e3 BO3MOXKHOCTHU nocneayroulero nepeHoCa 4YaCtHOro Kiakwua,

a) OTKpbITb ManKy, B KOTOPOM Bbli coxpaHeH cepTUdMKaT, KOTOPbIN Bbl NEPEHECAn U3

Internet Explorer.

b) nocne 3Toro nNnoABUTCA OKHO, KakK Ha PUCYHKE BHWU3Y, B KOTOPOM Bam HEO6XOAMMO

BbIOpPaTb HEOOXOAMMbIN dalin.



il

| &

File Edit Wjew Fawvorites Tools Help
-o Back ~ ) ~ ¥ | ' Search Folders | -

Address I_"] CivbKeys j a o
iontonu

»

File and Folder Tasks

) Make a new Folder
@ Publish this Folder to the
e

bed Share this Folder

Other Places ®

g Local Disk ()
[} My Documents
§ My Computer
\JJ Iy Metwork Places

Details ¥

1 objects |2.3? KE | _g Iy Computer S

C) 3aTem HaxKaTb KHOMKyY «Next», NoABMBLUYIOCA B HOBOM OKHE, KaK Ha PUCYHKE BHU3Y.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate krust
lists, and certificate revacation lists From your disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect daka or to establish secure network:
connections, & certificate store is the swstem area where
certificates are kept.

To continue, click Mexk.,

= Back:

Zancel |

d) HaxaTb KHOMKy «Next», NoABMBLIYIOCA B HOBOM OKHE (KaK Ha PUCYHKe BHM3Y).



Certificate Impork Wizard x|

File to Import
Specify the File you want o import.

Eile name:

Browse. .. |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Infarmation Exchange- PKCS #12 (PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7E)
Microsoft Serialized Certificate Store (S5T)

< Back. I Mext = I Cancel

€) BBECTW MapoJib, KOTOPbIA Bbl MCNoAb30BaAN paHee Npu nepeHoce ceptTuduKarta, u
HaKaTb KHOMKY «Next», NOABUBLLYIOCA B HOBOM OKHe (KaK Ha PUCYHKe BHU3Y).

Certificate Impork YWizard |

Password
To maintain security, the private key was protected with a password,

Type the password For the private key,

Password:

™ Enable strong private key prokection, You wil be prompred every time the
private key is used by an application if you enable this option,

[~ Mark this key as exportable, This will allow vou bo back up or branspart your
keys at a later time.

< Back. I Mext = I Cancel |

f) nmocne yero NOABMTCA HOBOE OKHO (KaK Ha PUCYHKe BHU3Y), B KOTOPOM HeobxoaMmo
CHOBA Ha*kaTb KHOMKY «Next».

Certificate Impork YWizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can specify a location For

& {aukomnatically select the certificate skore based on the bvpe of certificate

™ Place all certificates in the Following shore

Certificate stare:

Browse, .. |

< Back. I Mext = I Cancel




g) nocne yero HeobXxoAMMO HaxKaTb KHOMKY «Finish», KoTopasa NoABMTCA B HOBOM OKHe,
KaK Ha PUCYHKE BHU3Y.

x
Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘ou have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Content PF=

File Mame Cii\vbKeysiontonu. pfx

< | ©

< Back. I Finishi I Cancel |

h) u4TO6bI 3aBEpPLWMTb NEPEHOC, HaXkMMTe KHOMNKY «OK» (Kak Ha pUcyHKe BHM3Y).

Certificate Impork ¥ x|
L3
\lj) The impark was successtul,

2-i4 3Tan 2. UHCTPYKLMA NO IKCNOpTy cepTudUKaTa (OTKPbITOro K/toua)

Mocne BKAOYEHMSA 3aLWMUTbI cepTUdUMKaTa NOIb30BaTeNs HE0HX0AMMO SKCMOPTMPOBATb CEPTUDUKAT
(OTKPBITBIN KAtOY).
[na aToro HeobxoANMO:

1. 3kcnopTtuposatb cepTudumKar (*ceprt., OTKpbITbIN Katou) u3 Internet Explorer

YT106bI 3KCMOPTUPOBaATL cepTUdMKaT U3 Internet Explorer:
a) HaXXmuTe KHOMKy Start, 3aTem — Settings, 13 Settings Bbibepute Control Panel. B Control Panel
BblbepuTe Internet Options. B pe3ysibTaTe OTKPOETCA OKHO (CM. M306paXKeHNE HUKE), B
KOTopom Heobxoanmo BblbpaTb meHto Content.



General |Secur\ty | anacyl Contentl Connections | Programs | Advanced |

Home page
/? To create home page tabs, type each address on its own ling.
[=

oL about:blank d

4]

[Use current Use default | Use blank, |

Browsing histary

’[_ Delete temparary files, history, cookies, saved passwords,
v ,-I and web Farmn inforration.

Delete. .. | Settings |

Search

p Change search defaults, Settings |

Tabs
Change how webpages are displayed in Settings |
tabs,
Appearance
Colars | Languages | Fonts | Accessibility |

,TI Cancel | Apply |

b) MNpu HaxaTuu KHonKu Content NOABATCA ONUMKM AAHHOMO MEHIO (CM. U306paXkeHne HUXKe), B
KoTopom Heobxoammo BbibpaTb M HaxKkaTb KHoMKy Certificates.

Internet Properties 2=

General | Security | Privacy Content |Connections | Programs | Advanced |

Conkent Advisar

?l Ratings help vou control the Internet content that can be
viewed on this computer,

Sethings

Certificates

Use certificates For encrypted connections and identification.

Clear 550 state Certificates | Publishers |

AutoComplete

:_g‘ AutoComplete stores previous entries Setkings |

on webpages and suggests matches
Far you.

Feeds provide updated content From Settings |
El wiebsites that can be read in Internet

Explorer and ather programs.

oK Cancel Apply

c) Mpwu HaxkaTum KHonKkK Certificates OTKpoeTcs OKHO (CM. N306parkeHUe HUMXKE), B KOTOPOM
Heob6xo0aMMO BblIbpaTh YcTaHOBAEHHbIN cepTuduKat OpraHa no ceptuduraumm WEBCLIENT.
BbIbpaB BblleyKa3aHHbIM CEPTUPUMKAT, HAXKMUTE KHOMKY Export.



Interded purpose: I::P.II:: j

Persanal |0ther People | Intermediate Certification Aukhaorities | Trusted Roak Certificatior_4 I ’I

Friendly Mame

Issued To Expiratio.

£2 Ton Tonu

Import. .. Expart... Remove Advanced. ..

Certificate intended purposes
Client Authentication

iew

e |

Close

d) Mpu 3agencTBoBaHUK PyHKUMK EXport NoaBUTCA OKHO (CM. M306parkeHne HUXKE), B KOTOPOM
HakaTb KHOMKY Next.

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare ko your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network,
conneckions. & certificate stare is the system area where
certificates are kept.

To continue, click Mext.

Zancel |

e) [Mpwu HaxkaTum KHoMnKKu Next BCnbIBET HOBOE OKHO (CM. M306paXKeHne HUXKE), B KOTOPOM
Heobxoanmo aKTMBMpOBaTb onuuio Yes, export the private key n HaskaTb KHonKy Next.



Certificate Export Wizard x|

Export Private Key
ou can choose ko export the private key with the certificate.

Private keys are password protecked, IF wou wank to export the private key with the
certificate, wou must bype a password on a later page.

Do wou wank to export the private key with the certificate?

€ Yes, export the private key

¥ Mo, do not expork the private key

Mote: The associated private key is marked as not exportable, Only the certificate
can be exported,

< Back I Hexk = I Zancel

f) B pesynbTaTe OTKPOETCSA HOBOE OKHO (CM. M306parkeHMe HUKE), B KOTOPOM BHOBb Ha¥KaTb
KHoMKy butonul Next.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Format wou wank to use:

' DER encoded binary %,509 (,CER:

" Base-64 encoded %.509 {,CER)

" Cryptographic Message Synkax Standard - PECS #7 Cerbificates {,P7E)
™ Include all certifizates in the certification path it possible

£ Persomal Information Exchange - BKES #£12 (. EF)
™| Include all certificates in the certification path it possible
™| Enatle strong protection (requites IE 5.0, T 4.0 5P4 or above)

™| Delete the private ke ifthe export s successful

< Back I Hexk = I Zancel




g) NMpu HaxkaTum KHonKK Next NoABMTCA OKHO (CM. M306parkeHMe HUKE), B KOTOPOM HaxKaTb
KHOMNKY Browse, 4To6bl BbIOpaTb MECTO, r4e Bbl XOTUTE COXPAHUTb SIKCNOPTUPYEMbI
cepTnduKar.

Certificate Export Wizard =

File to Export
Specify the name of the file you want ko export

File name:

|| Browse. .. |

< Back I Mext = I Cancel |

h) Mocne Bbibopa MmecTa coxpaHeHMA cepTUdUKATa, B TOM Ke OKHe BblibepuTe nanky 1 HasBaHue
¢daiina, B KoTopom Bbl byaeTe xpaHuUTb cepTudUKaT.

pavens 20|
Save jn: IE}VEKeys j \,) ? 2 '

File name: Iinntond j Save I
Save a3 type: IDEF\ Encoded Binary < 503 [*.cer) j Cancel |

4

i) Mocne Bbibopa Ha3BaHMA U MecTa palina HaxKMUTE KHOMKy Browse, 3aTem KHonKy Next gnn
aKcnopTa cepTudmMKara.

Certificate Export Wizard =

File to Export
Specify the name of the file you want to export

File name:

CHVBKeysiiontonu,cer

< Back Mext = Cancel




j) Ecnu aKkcnopTupoBaHMe 3aBepLIeHO YCNeLlHO, NOABUTCA OKHO (CM. M306paskeHne HUXe) ¢
yBegomasaowmm Bac coobuieHnem. B faHHOM OKHe Haxkmute KHonKy Finish.

x
Completing the Certificate Export
Wizard
‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:
File Mame CHVEE
Export Keys Mo
Include all certificates in the certification path Mo
File: Format DER Er
1 | i
< Back I Finish I Cancel |

k) [Ans ycnewHoro 3aBepLlIeHUA 3KCNOPTUPOBAHUA HEO6X0AMMO HaKaTb KHoMKy OK (cm.
N306parKeHne HUXKe).

Certificate Expork x|

The export was successFul,

BHUMAHMUE!

®aiin, KoTopblii Bbl akcnoptupyete 13 Internet Explorer, 4onXKeH XpaHWUTLCA B HaAEXKHOM MecTe
(Hanpumep, Ha HocuTene namaTK flash B celide) n McNoNb30BaTLCA TOMBKO MLAMMU, UMEIOLLMMU Ha TO
paspelleHue.

[JaHHbIV dain byget ncnonb3oBaH 415 Nnocaeayrollero umnoptTnposaHus B Cuctemy Client.dotBank.



