Instructiunea de securizare a certificatului de utilizator

Dupa instalarea certificatului de utilizator e necesar ca Dvs. sa securizati certificatul respectiv pentru a
preveni folosirea lui in scopuri frauduloase de cdtre persoane neautorizate.

Pentru aceasta e necesar ca Dvs. imediat ce instalati certificatul emis de administrator, sa :

a) Exportati certificatului din Internet Explorer.
Pentru a exporta certificatul din Internet Explorer trebuie sa:
1. accesati butonul Start, alegeti — Settings, dupa care - Control Panel . Din Control Panel

selectati Internet Options si veti obtine o fereastra ca in imaginea de mai jos in care trebuie sa
accesati meniul Content.

Internet Properties 2
General |Security I Privacy I Conkent I Connections I Progrars I Advanced I
Home page
To create home page kabs, type each address on its own line.
[
=
Use current Use default | Use blank |
Browsing hiskory:
L Delete temparary files, histary, cookies, saved passwords,
v ,-I and web Form information.
Delete... | Settings |
Search
p Change search defaulks, Settings |
Tabs
Change how webpages are displayed in Settings |
tabs,
Appearance
Colors | Languages | Fonts | Accessibility |
[e]4 I Cancel | Apply |

2. La accesarea butonului Content se vor afisa optiunile meniului content (ca in imaginea de mai
jos) din care trebuie sa alegeti si tastati butonul Certificates.

Internet Properties z2lx

General I Security I Privacy Content |Connactinns I Programs I Advanced I

Content Advisor

G}z R.atings help wou contral the Internet content that can be
viewed on this computer,

Enable. .. Sethings

Certificates

Use certificates For encrypted connections and identification.

Clear 551 state Certificates | Publishers |

AutoComplete

:3 AutoComplete stores previous entries Settings |
= ]

on webpages and suggests matches
far wou.

Feeds provide updated content From Settings |
[ websiesthat can be read in Internet

Explorer and other pragrams.

O Cancel Apply




3. Dupa tastarea butonului Certificates se va afisa o fereastra (ca Tn imaginea de mai jos) din care
trebuie sa alegeti certificatul emis de administrator.
Dupa ce alegeti certificatul de care aveti nevoie tastati butonul Export.

Intended purpose: I::.C'.II:b j

Persanal |Other People | Inkermediate Certification Authaorities | Trusted Rook Certificatior_4 I ’I

Impart, .. Export... Remove Advanced, ..

Certificate intended purposes

Client Authentication

Close

vnced,. |
Wi |

4. Dupa exportare apare o fereastra (ca in imaginea de mai jos) in care trebuie sa tastati butonul Next.

Certificate Export Wizard |

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lisks From a certificate
stare bo wour disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used ko protect data or to establish secure network,
connections, & certificate store is the swstem area where
certificates are kept,

To conkinue, click Mext,

= Back:

Zancel |




5. Dupa tastarea butonului Next apare o noua fereastra (ca Tn imaginea de mai jos) in care trebuie sa
bifati optiunea ,, Yes, export the private key” si sa tastati din nou butonul Next.

Certificate Export Wizard x|

Export Private Key
‘fou can choose ko expark the private key with the certificate,

Private kevs are password protected, IF wou wank to export the private key with the
certificate, wou must bype a password on a laker page.

Do wou wank to export the private key with the certificate?

% ¥es, export the private key!

" Mo, do nok export the private key

< Back I Mexk = I Zancel |

6. Ca rezultat se va deschide o noua fereastra (ca in imaginea de mai jos) in care trebuie sa tastati din
nou butonul Next.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a wariety of file formats,

Select the Format wou want to use:
" BER. encoded binary: #5020, CER
" Base-64 encoded ¥, 509 (, CER]
| Cryptographic Message Synkax Standard - FKES #7 Certificates (EFE)

™| Include &l certificates im the certification path it possitle

f* Personal Infarmation Exchange - PKCS #12 ( PFRY

[ Include all certificates in the certification path if possible
¥ Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

" Delete the private key if the export is successful

< Back, I Mext = I Cancel




_'SAtentie!!! Ca rezultat al operatiunilor de mai sus va aparea o fereastra (ca in imaginea de mai jos)
in care e necesar sa introduceti o parola pe care o veti utiliza de fiecare data cand veti importa acest
certificat.
Este foarte important ca parola Dvs.:
a) sa fie cunoscuta doar de catre Dvs.;
b) sa nufie transmisa altor persoane sub nici un pretext pentru a evita folosirea certificatului in
scopuri frauduloase de catre persoanele neautorizate.

Certificate Export Wizard =

Password
Ta maintain security, wou must protect the private key by using a password,

Type and confirm a password,

Password:
I********

Confirm password:
I*********

< Back I Mext = I Cancel |

6. Dupa ce introduceti parola solicitata de sistem tastati butonul Next.
7. Dupa tastarea butonului Next va aparea o fereastra (ca in imaginea de mai jos) in care trebuie sa
tastati butonul Browse pentru a alege locul unde doriti sa salvati certificatul exportat.

Certificate Export Wizard =

File to Export
Specify the name of the file you want ko export

File name:

|| Browse. .. |

< Back I Mext = I Cancel |

8. Dupa tastarea butonului Browse se deschide o fereastra (ca in imaginea de mai jos) in care trebuie sa
alegeti mapa si numele fisierului unde doriti sa pastrati certificatul.



G
]

Recent

oriend =]
Perzonal Information Exchange [*.pfa) = .

9. Dupa alegerea locului tastati butonul Browse si apoi butonul Next pentru a exporta certificatul.
Certificate Export Wizard

CWbkeystiontonu, pfx



10. Daca exportul a fost efectuat cu succes va apare o fereastra (ca in imaginea de mai jos) cu un mesaj
de instiintare. In fereastra respectiva tastati butonul Finish.
Certificate Export Wizard x|

Completing the Certificate Export

Wizard

‘fau have successfully completed the Certificate Expart
wizard.

You have specified the Following settings:

File Marme CiWhE
Export Kevs Yes
Include all certificates in the certification path Mo
File Format Person
| | L]

< Back I Finish I Cancel

11. pentru finisare exportului e necesar sa tastati butonul OK (ca in imaginea de mai jos).

Certificate Expork x|

The export was successkul,

b) Stergeti certificatul din Internet Explorer

1. Pentru a sterge certificatul din Internet Explorer e necesar ca Dvs. sa:
a) Accesati butonul Start dupa care optiunea Settings, apoi - Control Panel . Din
Control Panel selectati Internet Options. Din Internet Option selectati meniul
Content. Din meniul Content selectati optiunea Certificate.

b) Ca rezultat va aparea o fereastra ca in imaginea de mai jos in care trebuie sa tastati
butonul Remove



Intended purpose: I <all= j

Personal IOther People I Intermediate Certification Authorities I Trusted Root Certificatior 4 I *I

Issued To
Ton Tonu

Import, .. Export, .. Remove Advanced. ..

Zertificate intended purposes

Client Authentication

Close

dvanced.. |
Visw |

¢) Dupa tastarea butonului Remove, va aparea o fereastra (ca in imaginea de mai jos)
in care Dvs. trebuie sa tastati butonul YES.

Certificates |

L] ': ¥ou cannok decrypt data encrypted using the certificates, Do you want to delete the certificatesy?
L]

¢) Adaugarea certificatului in Internet Explorer fara posibilitatea de export ulterior a cheii private

1. Pentru a adauga un certificat fara posibilitatea de export ulterior a cheii private e necesar ca
Dvs. sa:
a) deschideti mapa in care a fost salvat certificatul pe care I-ati exportat din Internet
Explorer.
b) ca rezultat va aparea o fereastra ca in imaginea de mai jos din care Dvs. trebuie sa
alegeti fisierul necesar.



-ibix]

File Edit Wiew Favorites Tools Help | 1
QBack - )~ (T |, Search Folders | |

Address I_"| C:iwbkeys j ﬂ Go
iontonu

£

File and Folder Tasks

) Make a new Falder
&) Publish this folder ta the
web

kd Share this folder

»

Other Places

g Local Disk (C:)
[} My Documents
§ My Computer
hJJ Iy Metwork Places

Details ¥

1 objects |2.3? KE | _g My Computer 4

¢) dupa care tastati butonul Next aparut in fereastra noua reflectatd in imaginea de
mai jos.

icate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate krust
lists, and certificate revocation lists From wour disk to a
certificate stare.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect daka or ko establish secure network.
conneckions. & certificate store is the swstem area where
certificates are kept,

To continue, click Mext,

Zancel |

= Back

d) tastati butonul Next aparut in noua fereastra (ca in imaginea de mai jos).



Cettificate Import Wizard x|

File to Import
Specify the file wou wank to import.

File name:

Browse. .. |

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKCS #12 {PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store (.55T)

= Back I Mext = I Cancel |

e) introduceti parola pe care anterior ati utilizat-o la exportul certificatului si apasati
butonul Next , aparut in noua fereastra (ca in imaginea de mai jos).

Certificate Import Wizard |

Password
Ta mainkain security, the private key was protected with a password.

Twpe the password For the private ke,

Password:

[~ Enable strong private key protection, You will be prompted every time the
private key is used by an application if vou enable this option.

[~ Mark this key as exportable, This will allow vou to back up or bransport your
kews at a later kime,

= Back. I Mext = I Cancel |

f) carezultat apare o noua fereastra (ca in imaginea de mai jos) in care iarasi trebuie sa
tastati butonul Next.

Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

& aukomatically select the certificate skore based on the bvpe of certificate

 Place all certificates in the Following store

Certificate stare:

Browse. .. |

< Back. I Mext = I Cancel




g) dupa care e necesar sa apasati butonul Finish care apare in fereastra noua
asemenea imaginii de mai jos).

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

aou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings:

Certificabe Store Selected  Automatically determined by ¢
Zonkenk PF:

File Marme C\Wbkeystiontanu, pfx

4 ] o

< Back. I Finish I Cancel |

h) pentru finisarea importului tastati butonul YES (ca in imaginea de mai jos).

Certificate Impork x|

y The import was successful,




