PyKoBOACTBO No 3awuTe cepTuduKarta nonb3oBaTens

Mocne ycTaHOBKM cepTudMKaTa nonb3osatens Bam Heo6HXOAMMO 3aWWTUTL COOTBETCTBYHOLLMIA

ceptTudmKaTt, 4YTOBbI NPEfOTBPAaTUTb €ro  MCMONb30BaHWE HEeaBTOPM30BaHHbLIMM  AULAMM B
MOLLEHHNYECKUX LLeNsXx.

[lna aToro, cpasy nocsae yCTaHOBKU CEPTUMKATA, BblAAHHOMO agMUHUCTPATOPOM, Bam Heobxoaumo:

a) MNepeHectu ceptuduKkar us Internet Explorer.

YT106bI NEpeHecTn cepTudmKaT 13 Internet Explorer, HeobxoamMmo:

1. HakaTb KHOMKy «Start», BbibpaTbh onumio «Settings» («Hacrpoiiku»), nocne yero — «Control
Panel» («MaHenb ynpasneHus»). B «Control Panel» BbibpaTh «Internet Options» («CBoiicTBa
o6o3peBatena»), nocne 4Yero Ha aKpaHe MOABUTCA OKHO, KaK HAa PUCYHKE BHM3Y, B KOTOPOM

Heobxoaumo BbibpaTb meHto «Content» («CoaepaHuen).
20

General ISecurity I Privacy I Conkent I Connections I Programs I Advanced I

Home page

To create hame page kabs, type each address on its own line.
[~
[

Wse current Use default | Use blank |

Browsing histary

"l_ . Delete termporary files, history, cookies, saved passwords,
) and weh Form inFormatian.

Delete... | Settings |
Search
p Change search defaults, Settings |
Tabs

Change how webpages are displayed in Settings |
tabs,

Appearance

Colors | Languages | Fonts | Accessibility |

’TI Cancel | Apnli |

2. Mpu HaxkaTun KHonkn «Content» B OKHe NoABATCA onuun meHio «Content» (Kak Ha PUCYHKe
BHU3Y), U3 KOTOPbIX HEOBX0ANMMO BbIOPaTh U HaxKaTb KHONKy «Certificates».

Internet Properties 2lx

General I Security I Privacy Content IConnactiDns I Programs I Advanced I

Content Advisor

Q} Ratings help vou contral the Internet content that can be
viewed on this computer,

Setings

Certificates

Use certificates For encrypted connections and identification.

Clear 551 state Certificates | Publishers |

AutoComplete

:? AutoComplete stores previous entries Settings |
Wiy

on webpages and suggests matches
far wou,

Feeds

Feeds provide updated content From Settings |
[ websiesthat can be read in Internet

Explorer and ather pragrams.

OF Cancel Apply




3. MNMocne HaatMa KHonku «Certificates» noABUTCA OKHO (Kak Ha PUCYHKe BHWU3Y), B KOTOPOM
Heobxoanmo BbIOpaTb cepTUPUKAT, BblAAHHbIN aAMUHUCTPATOPOM.
BbibpaB cepTUdUKAT, HaXKMUTE KHOMKY «EXport».

Intended purpose: Iq:.ﬁ.ll:b j

Personal |Other People I Intermediate Certification Authorities I Trusted Rook Certificatior 4 I ’I

Import. .. Export. .. Remove Advanced. ..

Certificate intended purposes

Client Authentication

Close

svoncod.. |
Wi |

4. MNocne 3Toro NOABUTCA OKHO (KaK Ha PUCYHKe BHU3Y), B KOTOPOM CeAyeT HaXKaTb KHOMKY « Next».

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lisks and certificate revocation lisks From a certificate
store to vour disk.

& certificate, which is issued by a certification authority, is
a confirmation of wvour identity and contains inFarmation
used ko protect data or to establish secure network,
connections, & certificate store is the swstem area where
certificates are kept.

To conkinue, click Mext,

= Back

Zancel |




5. Mocne Haxatva KHOMKM «Next» nosaBMTCA HOBOE OKHO (KaK Ha PUCYHKe BHU3Y), B KOTOPOM
Heobxoamnmo oTmeTuTb onumio «Yes, export the private key» («[a, nepeHecTy IMYHbIA KAOY») U CHOBa

HarKaTb KHOMKy «Next».
Certificate Export Wizard x|

Export Private Key
‘fou can choose ko expork the private key with the certificate,

Private kews are password protected. IF wou wank to export the private key with the
certificate, wou must type a password on a laker page.

Do wou wank to expork the private key with the certificate?

% ¥es, export the private keyi

" Mo, do nok export the private key

< Back I Mexk = I Zancel

6. Mocsie 3TOro NOABUTCA HOBOE OKHO (KaK Ha pUCYHKe BHU3Y), B KOTOPOM CHOBA C/1IeAlyET HaXKaTb KHOMKY
«Next».



Certificate Export Wizard x|

Export File Format
Certificates can be exported in a wariety of file formats,

Select the Format wou want to use:
| DER encoded binary: %, 509 (,CER]
" Base-64 encoded ¥, 509 (, CER]
{7 Cryptographic Message Syntax Standard - PKES #7 Certificates (L F7E)

™| Include &l certificates im the certification path it possitle

i+ Personal Infarmation Exchange - PKCS #12 ( PFRY

™ Include all certificates in the certification path if possible
¥ Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

[ Delete the private key if the export is successful

< Back, I Mext = I Cancel

-—'SBHMMEIHVIE!!! Mocne BbINONHEHWUS BbIWEOMUCAHHbIX ONepaLuMii NOABUTCA OKHO (KakK Ha pPUCYHKe
BHM3Y), B KOTOPOM HEobX0aMMO BBECTU Mapo/ib, KOTOPbIN Bbl ByaeTe ncnonb3oBaTb KaxKkabld pas npu
nepeHoce AaHHoOro cepTuduKara.
BakHo, yTO06bI Bal naponsb:
a) 6bln M3BEeCTeH TONbKO Bam;
b) HWM Noa KakMm npegsiorom He 6bla COODLEH APYrMM /iMLAM BO M3besKaHWe MCNoJ/b30BaHUA
cepTudunKaTa B MOLLIEHHUYECKUX LLeNIAX HEABTOPU30BAHHbIMU INLAMU.

Certificate Export Wizard =

Password
Ta maintain security, wou must protect the private key by using a password,

Type and confirm a password,

Password:
I********

Confirm password:
I*********

< Back I Mext = I Cancel

6. NMocne BBOAa Napo/ifA, 3aNpOLIEHHOr0 CUCTEMOM, HaXKMUTE KHOMKY «Next».
7. Nocne Haxatua KHoMKn «Next» NosBUTCA OKHO (Kak Ha PUCYHKe BHM3Y), B KOTOPOM HeobxoauMmo
Ha)KaTb KHOMKY «Browse» 1 BbIbpaTb MecTo, rae 6yaeT coxpaHeH nepeHeceHHbIn cepTuduKar.



Certificate Export Wizard =

File to Export
Specify the name of the file you want ko export

File name:

|| Browse. .. |

< Back I Mext = I Cancel |

8. lMocne HaxKaTWA KHOMKK «Browse» OTKPOETCA OKHO (KaK Ha PUCYHKe BHM3Y), B KOTOPOM HEobXoaAnMOo

BbIOpaTb NanKy 1 HasBaHue ¢aiina, B KOTOPOM Bbl XOTUTE COXPAHUTb cepTUdUKaT.
savens 2l
Save jn IBVbKeys d e ? . '

File name: Iiunlund j Save I
Save as type IF‘ersnnaI Information Exchange [ pfx) j Caneel |

P

9. BbibpaB MecTo, HaxKMUTe KHOMKY «Browsey, 3aTem — «Next», 4Tobbl NepeHecTn cepTuduKar.
Certificate Export Wizard x|

File to Export
Specify the name of the File you want to expork

File name:

CWbkeystiontonu, pfx

< Back Mext = Cancel |

10. Ecam cepTuduKaT 6bin ycnewHo NepeHeceH, MNOSBUTCA OKHO (KaK Ha PUCYHKe BHU3Y) C
COOTBETCTBYIOLLMM U3BELLEHNEM. B JaHHOM OKHE HeobX04MMO HaXKaTb



Certificate Export Wizard x|

Completing the Certificate Export

Wizard

You hawve successfully completed the Certificate Expork
wizard,

‘fou have specified the Fallowing settings:

File Mame Wbk
Export Keys Yes
Include all certificates in the certification path o

File Format Person
| i

< Back I Finish I Cancel |

KHoMKy «Finish».

11. Ons 3aBeplieHna nepeHoca HeobxoaMMO HaxaTb KHOMKY « OK» (KaK Ha pUCYyHKe BHU3Y).

Certificate Expork x|

The export was successkul,

b) Ypanute ceptudukar us Internet Explorer

1. Y1060l Yyaanutb ceptnudunkat us Internet Explorer, Bam Heobxogmmo:
a) HakaTb Ha KHonMKy «Start», Bbl6paTb onunto «Settings», 3atem — «Control Panel». B
«Control Penel» BbibepuTe «Internet Options». B «Interet Option» BbibepnTe MeHto
«Content». B meHto «Content» Bbibepute onuuto «Certificate».

b) Mocne yero NOABMUTCA OKHO, Kak Ha PUCYHKE BHU3Y, B KOTOPOM HEOBXOAMMO HaKaTb
KHOMNKY «Remove» («Yaanutb»)



Intended purpose: I <all= j

Personal IOther People I Intermediate Certification Authorities I Trusted Root Certificatior 4 I *I

IssuedTo ) Issued By | Expiratio. ) Priendly Name
on Tonu C -

Import, .. Export, .. Remove Advanced. ..

Zertificate intended purposes

Client Authentication

dvanced.. |
Visw |

Close

c) [MNocne HaxatMa KHOMKM «Remove» MOABMTCA OKHO (KaK Ha PUCYHKe BHW3Y), B

KOTOPOM HeobXxoaMMOo HaxKaTb KHOMKY «YES».

Certificates |

L] ': ¥ou cannok decrypt data encrypted using the certificates, Do you want to delete the certificatesy?
L]

c) DOobasneHue ceptudukata us Internet Explorer 6e3 BO3MOXKHOCTM Noc/eayowero nepeHoca

JINYHOrO K/1lo4a

Bam Heobxoaumo:

Ytobbl f06aBUTb cepTUdMKAT 6€3 BO3MOMKHOCTM MOCNEAYHOWEro NepeHoca YacTHOrO K/toua,

a) OTKpbITb MamnKy, B KOTOPOM Bbl/l COXpaHEH CepTUPUKAT, KOTOPLIM Bbl NepeHecIn ns

Internet Explorer.
b)
BbIOpaTb HeobxoaMMbIN dalin.

nocne 3Toro nNnoABUTCA OKHO, KaK Ha PUCYHKE BHU3Y, B KOTOPOM Bam HEO6XOAMMO
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File Edit Wiew Favorites Tools Help | l?

QBack » ) - T | O search Folders | [~

Address I_"| Civbkeys j ﬂ Go
iontonu

£

File and Folder Tasks

) Make a new Falder
&) Publish this folder ta the
web

kd Share this folder

Other Places S

g Local Disk (C:)
[} My Documents
§ My Computer
hJJ Iy Metwork Places

Details ¥

1 objects |2.3? KE | _g My Computer 4

C) 3aTeM HaXXaTb KHOMRY «Next», noABMBLWIYHOCA B HOBOM OKHE, KaK Ha PUCYHKe BHU3Y.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate krust
lists, and certificate revacation lists From your disk to a
cettificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect daka or ko eskablish secure network:
conneckions, & certificate store is the swstem area where
certificates are kept.

To continue, click Mexk,

= Back:

Zancel |

d) HaKaTb KHOMKy «Next», NoABMBLUYIOCA B HOBOM OKHE (KaK Ha PUCYHKE BHU3Y).



Cettificate Import Wizard x|

File to Import
Specify the file wou wank to import.

File name:

Browse. .. |

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKCS #12 {PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store (.55T)

= Back I Mext = I Cancel

€) BBECTM Napo/ib, KOTOPbIM Bbl MCNOMb30BAaAN paHee Npu nepeHoce cepTuduKaTa, U
HaaTb KHOMKY «Next», NoABMBLUYIOCA B HOBOM OKHE (KaK Ha pUCYHKe BHU3Y).

Certificate Import Wizard |

Password
Ta mainkain security, the private key was protected with a password.

Twpe the password For the private ke,

Password:

[~ Enable strong private key protection, You will be prompted every time the
private key is used by an application if vou enable this option.

[~ Mark this key as exportable, This will allow vou to back up or bransport your
kews at a later kime,

= Back. I Mext = I Cancel |

f) nocne yero NOABUTCA HOBOE OKHO (KaK Ha PUCYHKe BHM3Y), B KOTOPOM HEObX0aMMO
CHOBa HaaTb KHOMKy «Next».

Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

& aukomatically select the certificate skore based on the bvpe of certificate

 Place all certificates in the Following store

Certificate stare:

Browse. .. |

< Back. I Mext = I Cancel




g) nocne yero Heob6xoaMMO HaxKaTb KHoMKy «Finish», KoTopaa NoABMTCA B HOBOM OKHE,
KaK Ha PUCYHKe BHU3Y.

x
Completing the Certificate Import
Wizard

aou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings:

Certificabe Store Selected  Automatically determined by ¢
Zonkenk PF:

File Marme C\Wbkeystiontanu, pfx

4 ] o

< Back. I Finish I Cancel |

h) u4TObGbLI 3aBEPLWMTL NEPEHOC, HaXKMUTE KHOMKY «OK» (KaK Ha puUcyHKe BHUM3Y).

Certificate Impork x|

y The import was successful,




