Instructions for installing of the User’s Certificate issued by the Administrator

1. After sending the Request to the Administrator for issuing the User Certificate, check if the
requested certificate has been issued.

2. To check it, it is necessary to go to the

following  Web  address:
https://client.dotbank.md:4443/certsrv/certckpn.asp

a) When you access the above address, a window will open (as in the image below displaying all
the certificates requested by you.
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View the Status of a Pending Certificate Request

Select the certificate request you want o view:
Client Authentication Certificate (1 okTA6pa 2008 r. 16:08:41)
Client Authentication Certificate (2 okrAbps 2008 r. 13:58:58
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b) To view the status of your request, you should click on the Certificate Request link.

If the Certificate Request is being processed by the administrator and is still pending,
a window will appear as in the image below:
/2 Microsoft Active Directory Certificate Servicy

es - Windows Internet Explorer

)
@:\/ ~ [&] hetps:sfclent.dotbank.md:4443jcertsrufcertinsh.asp (=11 & |[#2) (x| ]uve search R
i ¢ @Microsoft Active Directory Certfcate Services | | P - B - - v page v (0 Tasks - 7
Microsoft Active Directory Certiicate Senices — webclient

Certificate Pending

Your certificate request is still pending. You must wait for an administrator to issue the certificate you requested.
Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your cetificate

Remove | Remove this request from your list of pending requests.
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At this stage you can still remove the Certificate Request, in case if the entered data is wrong, and
create a new Request.


https://client.dotbank.md:4443/certsrv/certckpn.asp

If you remove the Certificate Request, a window will appear (as in the image below), where the system

list.

displays a message informing that the Certificate Request has been removed from the pending request
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Removed Pending Request

The request was removed from your list of pending requests

Note- You have only removed the request fiom the list of pending requests stored in your web browser. This does ot affect the certification authority in any way.
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If the administrator has already processed your Certificate Request and the
certificate has been issued, then after clicking on the link of the respective

certificate, a window appears (as in the image below) displaying a message that your
User Certificate has been issued.
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Certificate Issued

The certificate you requested was issued to you
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a) Now you should install the certificate that has been issued. To add the

certificate, please click on the install this certificate link in the same
window.

b) After that, a dialog box appears (as in the image below) with two options.
You should click on the YES button.

f Potential Scripting ¥iolation

This \Web site is adding one or more certificakes ta this computar. Allowing an untrusted Web site to update vour certificates is a security risk, The Web
site could install certificates you do nat trust, which could allow programs that you do not Erust ko run on this computer and gain access ko your data,
! it Id install certificat do nat trust, which could all that do nat krust b thi 1§ d gai k dat.

Do vou want this program to add the certificates now? Click Yes iF ywou trust this Web site, Otherwise, click No,

If the certificate has been successfully installed, a window will open (as in the image
below) to inform you that your User Certificate has been successfully installed.
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Done
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Certificate Installed

Your new certificate has been successfully installed.
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