Instructiunea de instalare a Certificatului Autoritatii de Certificare

Pentru a instala certificatul Autoritatii de Certificare, Dvs. trebuie sa:

1. accesati urmatoarea adresa: https://client.dotbank.md:4443/certsrv/certcarc.asp.
2. Laaccesarea adresei respective se va deschide o fereastra ca in imaginea de maijos din care
trebuie sa accesati link-ul Continue to this website (not recommended).
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!3] There is a problem with this website's security certificate.
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@
Qc
-
= @ e a[Fwen -

3. Laaccesarea link-ului respectiv se va deschide o fereastra ca in imaginea

de maijos, dincare
trebuie sa accesati link-ul ,install this CA certificate chain”
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Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA cerfificate chain.

To download a CA certificate, certificate chain, o CRL, select the certificate and encoding method

CA certificate:

Encoding methad

& DER

© Base 64
Downlgad CA cerfificate
D CA certificate chain
Download latest base CR
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4. Dupa ce ati accesat link-ul respectiv va aparea o noua fereastra cu doua optiuni (ca in imaginea
de mai jos). Dvs. trebuie sa tastati butonul cu optiunea YES. In caz ca nu apare fereastra de mai
jos si se afiseaza bara de informatie despre ActiveX control, apasati clik dreapta pe bara si
alegeti Run ActiveX Control, dupa care mai accesati inca o data link-ul ,install this CA certificate

chain”. In alte cazuri pentru continuare urmati punctul 7 din instructiune pentru a folosi alta
metoda de instalare a certificatului.

/2 Patential Scripting ¥iolation

] This Web site is adding one or more certificates ta this computer, Allowing an untrusted web site ko update your certificates is a security risk, The Web
T site could install certificates you do nat trust, which could allow programs that you do not trust to run on this computer and gain access ko your data,

Do you want this program to add the certificates now? click Yes if you trust this Web site. Otherwise, cick No.



https://client.dotbank.md:4443/certsrv/certcarc.asp

5. Dupa tastarea butonului YES, sistema va afisa un mesaj (ca in imaginea de mai jos) care va
instiinteazad despre instalarea certificatului. Dvs. trebuie sa tastati butonul cu optiunea YES.
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Windaws cannot validate that the certificate is actually from "webelient”, ¥ou should confirm its origin by contacting "webclient”, The Follawing number
will assist ou in this process:

Thumbprint {shal): E3952938B 00104584 E76E2FE0 BES85423 E7IADIST

W/ STiing

IF wou install this rook certificate, Windows will automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed
thumbprint is a security risk. IF you click "Ves" you acknowledge this risk.

Da you want ta install this certificate?

6. Dupa tastarea butonului YES , sistema va afisa un mesaj (ca in imaginea de mai jos) care va
instiinteaza despre instalarea cu succes a certificatului.

Microsoft Active Direc

CA Certificate Installation

The CA certificate chain has been successfully instalied.

7. Infereastra cain imaginea de maijos, trebuie sa accesati link-ul ,,Download CA certificate”
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Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerfification authority, install this CA cerlificate chain.

To download a CA certificate, cerificate chain, or CRL, select the certificate and encoding method

CA certificate:
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Download CA certificate chain
Download latest base CRI
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8. Dupa ce ati accesat link-ul respectiv va apdrea o noua fereastra (ca in imaginea de mai jos). Dvs.
trebuie sa tastati butonul cu optiunea Save .

File Download - Security Warning x|

Do you want to open or zave this file?

Mame: certnew.cer

Type: Security Certificate, 934 bytes
From: client.dotbank.md

Open Save

patentially harm your computer. [F you do not trugt the source, do not

|@ wihile filez from the Intemet can be usetul, thiz file tppe can
open or gave thiz zoftware. What's the risk?

9. Dupa tastarea butonului Save, in fereastra aparuta (ca in imaginea de mai jos), alegeti Desktop
si apdsati butonul Save care va instiinteaza despre instalarea cu succes a certificatului.

saveas 21x]
Save in: I@Desktop j € i i |
- |2y Documents|

'j My Cormputer
Recent ‘:JMV Metwork Places

My Documents

™

My Computer

-

File: harne: Icertnew.cer j Save I
ﬂ Cancel |
F

Save ag type: |Securily Certificate

10. Dupa tastarea butonului Save , in fereastra aparuta (ca in imaginea de mai jos), apdsati butonul
Open.

e

F
::_yi Download Complete

certnew.cer From client, dotbank, md

Dawnloaded: 934 bytes in 1 sec
Download tos Ci\Documents and Sett., . certnew, cer
Transfer rate: 934 bytesiSec

[~ Tloze this dialog box when download completes

Open Open Eolder | Cloze I

] SmartScreen Filker checked this download and did not repart any
; threats. Report an unzate download.




11. Dupa tastarea butonului Open, in fereastra apdruta (ca in imaginea de mai jos), apasati butonul
Install Certificate.

General | Details | Certification Path |

0.,-..-@.-;.-
%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  webdlient

Issued by: webdlient

valid from 01/08/2008 to 01/08/2033

Install Certificate...§| Issuer Statement |

12. Dupa tastarea butonului Install Certificate , in fereastra aparuta (ca in imaginea de mai jos),
apasati butonul Next.
Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lists from your disk ko a
certificate skare,

A certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, & certificate store is the system area where
certificates are kept,

To continue, click Mext,

Cancel |

13. Dupa tastarea butonului Next, alegeti Place all certificates in the folowing store. Apasati
butonul Browse si alegeti Trusted Root Certification Authorities, apasati butonul Ok, rezultatul
va fi in fereastra aparuta (ca in imaginea de mai jos). Apasati butonul Next.



Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can auktomatically select a certificate store, or wou can specify a location For
£~ automatically select the certificate store based on the bype of certificate
' Place all certificates in the Following store

Certificate store:

Trusted Rook Certification Authorities

< Back, | Mext = | Cancel |

14. Dupa tastarea butonului Next , in fereastra aparuta (ca in imaginea de mai jos), apasati butonul
Finish.

Certificate Import Wizard ﬂ

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard,

fou have specified the following setkings:

Certificate Store Selected by User  Trusted Roak Certific.
Conkent Certificate

al I i

< Back I Finish I Cancel |

15. Dupa tastarea butonului Finish , in fereastra apdruta (ca in imaginea de mai jos), apasati butonul
Yes.

Security Warning |
"j You are about ta install a certificate from a certification authority (CAY claiming to represent:
= webclignt

‘Windows cannot validate that the certificate is actually from "webclient”. Vou should confirm its origin by contacting “webclient”, The Following number
will assist you in this process;

Thumbprink {shal): E?952988 00104584 E7652FE0 BESA5423 EFIADISD
W arning:
1F you install this ront certificate, Windows will aubomatically trust amy certificate issued by this CA, Tnstaling a certificate with an unconfirmed

thumbprint is & security risk. IF wou click "yes" wou acknowledge this risk,

Do you wankt ko install this certificate?

Yes




16. Dupa tastarea butonului YES , sistema va afisa un mesaj (ca in imaginea de mai jos) care va
instiinteaza despre instalarea cu succes a certificatului.

Certificate Import Wiz x|

1 ) The import was successFul,

17. Apasati butonul OK.



